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Introduction

If you’re in the Information Technology industry, then you know that Cisco certifications are some of the
most accepted (and most difficult) certifications to earn. Cisco certifications range from a fundamental
networking knowledge to the most advanced networking technologies today.

Cisco certification exams test you on the specifics of routers, switches, ports, protocols, and much more. I've
created these Course Notes to help you through the details that you need to know for the exam. Best of luck
with your studies!

- Professor Messer

The Cisco CCENT/CCNA Routing and Switching certification

Earning the Cisco Certified Network Assocate Routing and Switching (CCNA R&S) certification requires either
the completion of two separate exams (the ICND1 100-105 and ICND2 200-105), or the completion of a
single combined exam (the 200-125).

THE INTERCONNECTING CISCO NETWORK DEVICES 1 (ICND1) 100-105 EXAM

These ICND1 100-105 Course Notes focus on the content required to pass the first half of the CCNA R&S.
Passing the ICND1 100-105 exam earns you the Cisco Certified Entry Networking Technician (CCENT)
certification, so you can earn some credentials as you move halfway towards achieving your CCNA R&S
certification.

Here’s the breakdown of each technology section and the percentage of each topic on the 100-105 exam:

Section 1.0 - Network Fundamentals - 20%
Section 2.0 - LAN Switching Fundamentals - 26%
Section 3.0 - Routing Fundamentals - 25%
Section 4.0 - Infrastructure Services - 15%
Section 5.0 - Infrastructre Maintenance - 14%

How to use this book

Once you’re comfortable with all of the sections in the official Cisco 100-105 exam objectives, you can use
these notes as a consolidated summary of the most important topics. These Course Notes follow the same
format and numbering scheme as the official exam objectives, so it should be easy to cross reference these
notes with all of your other study materials.
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4.4 - Troubleshooting DHCP

Confirm your relay agent
e |[f the DHCP server isn’t in
your IP subnet, you need
an ip helper-address
e |f the DHCP server is local,
no relay is required |

Router2#show ip interface g0/0
GigabitEthernet0/0 is up, line protocol is up (connected)
Internet address is 10.10.30.1/24
Broadcast address is 255.255.255.255
Address determined by setup command

MTU is 1500 bytes

Helper address is 172.16.1.1 |

Directed broadcast forwarding is disabled
Outgoing access list is not set

Inbound access list is not set

Proxy ARP is enabled

Security level is default

Split horizon is enabled

ICMP redirects are always sent

® Router-on-a-stick
e Separate subnets
* Need an ip helper-address
on each subinterface

¢ Use show ip interface
¢ Useful when you can’t view

the configuration

No DHCP address assigned
* The DHCP relay agent uses the relay interface
IP address as the source IP address
® The DHCP server compares the
network configuration to the relay IP address
® The subnet mask sets the range
® DHCP relay interface and DHCP pool
network range must match
e Without a match, an IP address is not offered
¢ |f you have connectivity, then make the comparison
¢ Check the ip helper-address interface
e Compare it to the network configuration in the pool

DHCP address is assigned with bad info
® |t’s easy to mis-configure a DHCP pool
* So many configuration options
® You may not have the right address information
¢ Incorrect default gateway assigned
® Communicates to devices on the local subnet only

® Incorrect DNS values
* No name resolution, but IP works

* TFTP address is incorrectly assigned
* \/oIP phone doesn’t download a configuration file

It’s mever always the network

e Centralized DHCP servers rely on a stable/valid network connection

® You can’t get an IP address unless there’s a link

* Use ping and traceroute to validate the connection

DHCP troubleshooting

¢ Confirm the ip helper-address
interfaces and IP addresses
® One wrong interface or address is fatal

* The link between the DHCP relay interface and the ip helper-address | ¢ DHCP pool network configuration should

Between the DHCP client and the relay
e DHCP is all about broadcasts
® 255,255.255.255 - “all ones” broadcast

® Routers do not forward DHCP broadcast packets
® Or any other broadcast packets

match relay interface IP
® Check a pool’s IP addresses and
subnet masks

¢ Check the network between DHCP server
IP address and DHCP relay IP address
® Connectivity is critical

* Make sure the DHCP client is a VLAN with an ip helper-address |e Check local LAN between the DHCP relay

* Broadcasts are very limiting
e Basic connectivity is required

agent and the DHCP client
¢ Easy to be placed in the wrong VLAN

4.5 - Configuring NTP

NTP (Network Time Protocol)

¢ Switches, routers, firewalls, servers, workstations - Every device has its own clock

¢ Synchronizing the clocks becomes critical - Log files, authentication information, outage details

¢ Automatic updates - no flashing 12:00 lights

¢ Flexible - you control how clocks are updated

* \ery accurate - Accuracy is better than 1 millisecond on a local network
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4.7 - Configuring Network Address Translation (continued)
Monitoring NAT overload/PAT

Routerl#show ip nat statistics

Total translations: 3 (0 static, 3 dynamic, 3 extended)
Outside Interfaces: Serial0/3/0

Inside Interfaces: GigabitEthernet0/0

Hits: 68 Misses: 35

[Expired translations: 0

Dynamic mappings:

Routerl#show ip nat translations

Pro Inside global Inside local Outside local Outside global
ftcp 92.1.1.1:1024 10.10.20.50:1027 104.20.19.63:80 104.20.19.63:80
ftcp 92.1.1.1:1025 10.10.20.70:1027 104.20.19.63:80 104.20.19.63:80
ftcp 92.1.1.1:1027 10.10.20.10:1027 104.20.19.63:80 104.20.19.63:80

4.7 - Troubleshooting Network Address Translation

Troubleshooting best-practices
¢ Check your directions

Other troubleshooting challenges
¢ Unintended ACLs

°*ip nat insideand ip nat outside| ° We need ACL for dynamic NAT/PAT to work

are easy to swap
* The inside interface triggers th

¢ Other configured ACLs might drop traffic before we can NAT
e translation ® ACLs are processed before the NAT occurs
¢ NAT needs traffic to work
* The show ip nat translation table will be empty without user traffic
* The network must function correctly
e All routes need to work properly

Static NAT troubleshooting
® Order is important
¢ Inside local address is first,
inside global address is second

Routerl (config)#interface g0/0

Routerl (config-if)#ip nat inside

Routerl (config-if)#interface s0/3/0

Routerl (config-if)#ip nat outside

Routerl (config-if)#exit

Routerl(config)#ip nat inside source static 10.10.20.10 92.1.1.10
Routerl (config)#ip nat inside source static 10.10.20.50 92.1.1.50
Routerl (config)#ip nat inside source static 10.10.20.70 92.1.1.70

Dynamic NAT ACL

* The ACL has to match,
so double check your logic

e All ACL IP address matches
are pre-NAT addresses

Routerl (config)#interface g0/0

Routerl(config-if)#ip nat inside

Routerl(config-if)#interface s0/3/0

Routerl (config-if)#ip nat outside

Routerl (config-if)#exit

Routerl (config)#access-1list 1 permit 10.10.20.0 0.0.0.255

Routerl (config)#ip nat pool midway 94.1.1.1 94.1.1.2 netmask 255.255.255.0

Routerl (config)#ip nat inside source list 1 pool midway

Dynamic NAT pool

* Make sure you
have enough addresses

* The NAT will work for some
but not for others

¢ Check the number of misses in

Routerl (config)#interface g0/0

Routerl (config-if)#ip nat inside

Routerl (config-if)#interface s0/3/0

Routerl (config-if)#ip nat outside

[Routerl (config—if)#exit

Routerl (config)#access-1list 1 permit 10.10.20.0 0.0.0.255

Routerl (config)#ip nat pool midway 94.1.1.1 94.1.1.2 netmask 255.255.255.0
Routerl (config)#ip nat inside source list 1 pool midway

show ip nat statistics
* You'll see when the NAT isn’t working

NAT overload / PAT troubleshooting
* Almost identical to dynamic NAT

* The only significant difference
is the overload keyword

* Don't forget the overload parameter  |routerl (config)#access-1ist 1 permit 10.10.20.0 0.0.0.255
¢ You'll run out of addresses very quickly Routerl (config)#ip nat inside source list 1 interface s0/3/0 overload

Routerl (config)#interface g0/0
Routerl (config-if)#ip nat inside
Routerl (config-if)#interface s0/3/0
Routerl (config-if)#ip nat outside
Routerl (config-if)#exit
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5.3 - Initial Device Configuration

Booting I10S
® Performs a POST
® Power On Self Test
® Basic hardware check

® Boots from ROM
® Bootstrap program is copied into RAM

® Bootstrap boots an 10S image or ROM Monitor (ROMMON)

® ROMMON is used for administrative
and maintenance purposes
® |0OS loads the startup-config file
¢ Loaded into RAM as running-config

Initial device configuration
® No configuration file? No problem.

¢ System Configuration Dialog (Setup Mode)
® Menu-driven configuration on a new device

® You don’t have to use Setup Mode
® Configure the dvevice
through configure terminal

What you’ll need
®* Hostname

® Enable secret password
® Protects privileged EXEC and configuration modes

® Enable password
e A less-secure version of the enable secret password
® Remove it after configuring the device

e Virtual terminal password
® The password used when accessing the device
over the network
® Configure SNMP management (yes or no)

¢ Physical interface for management
® Need IP address and subnet mask

5.4 - Configuring |OS Passwords

Authenticating to 10S devices

® Most organizations will use an external AAA server
¢ Authentication, Authorization, and Accounting
® No passwords on the I0S device

® You might want a backup login
® Just in case

® Potential security concern
e Store the passwords securely

Teletype lines
® Inbound connections are made over TTY lines
* Many different TTY lines on an I0S device

® CTY - Console interface

® TTY - Asyncronous serial interfaces

* AUX - Auxiliary port

¢ VTY - Virtual teletype/virtual terminal
¢ View with show line

User mode and privileged mode passwords
¢ Console password

® Protects connections through the console port
e vty password

® Protects connections through the

virtual teletype port (telnet or SSH)

® Enable password

® Prompts when entering enable mode

* With no passwords configured, no passwords are required
* Abadidea

Authenticating to 10S devices

* Most organizations will use an external AAA server
¢ Authentication, Authorization, and Accounting
* No passwords on the |0S device

* You might want a backup login
® Just in case

® Potential security concern
e Store the passwords securely

outerl#configure terminal

nter configuration commands, one per line.
outerl(config)#line console 0

outerl (config-line)#password sgc

outerl (config-line)#login

Configuring lines
¢ Console password

End with CNTL/Z.

outerl#configure terminal

nter configuration commands, one per line.
outerl (config)#line vty 0 4

outerl (config-line)#password sgl

outerl (config-line)#login

e Telnet/SSH password

End with CNTL/Z.

¢ Enable/Privileged EXEC mode password E

outerl#configure terminal
nter configuration commands, one per line.
outerl (config)#enable secret cheyenne

End with CNTL/Z.
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5.6 - Logging at the Terminal (continued)
terminal monitor

* Monitor the logs in an SSH session

[Router4#terminal monitor

[Routerd#

000078: Mar 7 20:58:18.303: $LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan2, changed state to down

000079: .Mar 7 20:58:19.327: $LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/2, changed state to down
[Router4#

000080: .Mar 7 20:58:20.342: $LINK-3-UPDOWN: Interface FastEthernet0/2, changed state to down

[Router4#
000081: .Mar
000082: .Mar
[Routerd#
000083: .Mar 7 20:58:56.656: $LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan2, changed state to up
[Routerd#

~

20:58:28.562: $LINK-3-UPDOWN: Interface FastEthernet0/2, changed state to up
20:58:29.569: $LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/2, changed state to up

~

[Router4#show logging
ISyslog logging: enabled (0 messages dropped, 0 messages rate-limited,
0 flushes, 0 overruns, xml disabled, filtering disabled)

Eo Active Message Discriminator.
o Inactive Message Discriminator.

Console logging: level debugging, 83 messages logged, xml disabled,
filtering disabled
Monitor logging: level debugging, 6 messages logged, xml disabled,
filtering disabled
Logging to: vtyl(6)
Buffer logging: level debugging, 83 messages logged, xml disabled,
filtering disabled
Exception Logging: size (4096 bytes)
Count and timestamp logging messages: disabled
File logging: disabled
Persistent logging: disabled

[No active filter modules.

Trap logging: level informational, 87 message lines logged
Logging Source-Interface: VRF Name:

Log Buffer (4096 bytes):
8.137: $LINK-3-UPDOWN: Interface FastEthernet0/3, changed state to up

Severity levels

® Logging levels can be individually configured
e Each service can have it’s own verbosity
* Logs are displayed for that level

and lower (more severe)
* Console logs erity Level Description

logging console 7 0 emergencies System unstable
* Monitor logs . .
. . 1 alerts Immediate action needed
logging monitor 6
« Internal buffer logs 2 critical Critical conditions
logging buffered 4 3 errors Error conditions
* Syslog _ 4 warnings Warning conditions
logging trap 6 N R e
5 notifications Normal but significant condition
Debugging 6 informational Informational messages only
® Monitor 10S internal processes 7 debugging Debugging messages
* Many different debug options

¢ Enabling debug will use additional resources
* Make sure you have the overhead
Routerd#show process cpu

¢ |f you're connecting over ssh, be sure to enable logging
Routerdf#terminal monitor
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